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Protection against
real-world threats

Today, digital infrastructures safeguard far more
than IT operations. They protect competitiveness
and, in many cases, even the ability of governments
and organizations to function effectively. As a result,
requirements continue to rise: alongside availability
and performance, the protection of sensitive data has
become an increasingly critical priority.

At the same time, the threat landscape has intensi-
fied significantly. Global crises, geopolitical tensions,
and hybrid attacks demonstrate that risks no longer
originate solely in the digital realm. Electromagnetic
influences, eavesdropping attempts, and targeted
disruption attacks can pose serious threats to critical
systems. Organizations handling sensitive information
must therefore consider the physical layer of informa-
tion security as well.

This is precisely where DC IT Shielding comes into
play. Based on the principle of the Faraday cage,
the solution protects IT infrastructures from external
electromagnetic influences while preventing uninten-
ded signal emissions. This creates an additional and
highly effective layer of security for highly sensitive
applications.

DC IT Shielding is designed as a comprehensive
system. Walls, ceilings, and floors form a continuous
shielding structure, complemented by specially coordi-
nated components such as doors, cable penetrations,
power filters, and ventilation elements. Only the seam-
less interaction of all components ensures a robust and
reliable level of protection.
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Technology that makes
security measurable

The performance of DC IT Shielding is based on
tested and certified technical characteristics:

Modular, scalable, and
future-proof

The technical design is based on a modular
construction concept:

Your benefits with DC IT Shielding
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Experienced, security-
cleared specialists

Discreet project handling

Additional protection for
sensitive and critical
data environments

Shielding effectiveness > 80dB for
both incoming and outgoing
electromagnetic protection
Reduction of electromagnetic emis-
sions by a factor of up to 10,000
System tested in accordance with
EN 50147-1, NSA 65-6,

I[EEE-STD 299 (MIL-STD 285)
Compliance with BSI, NATO, and
TEMPEST requirements
Guaranteed shielding performance
up to 40GHz

Modular sheet-steel systems
(approx. 2mm material thickness)
Flexible panel sizes for customized
room concepts

Demountable and reconfigurable
design for long-term investment
protection

Integration into new construction
projects, existing facilities,

or container solutions



Shielding
Application Areas

Electromagnetic shielding is relevant wherever sensitive data, business-critical systems, or security-critical
infrastructures require enhanced protection. The compromise of information can not only cause economic
damage but also jeopardize essential IT processes and critical applications.

DC IT Shielding solutions are designed for organizations with high requirements for information security,

physical protection, and technical shielding — ranging from individual highly critical IT systems and mobile or
decentralized IT infrastructures to fully shielded server rooms.

Typical application areas:

DC IT Shielding

Safe

Government agencies and public administration Companies operating in the security, military, Shielding for Micro Data Centers

institutions and defense sectors

Sensitive IT systems do not always require a fully shielded room. In many cases, it is sufficient to spe-
cifically protect particularly critical components at the rack level. The DC IT Shielding Safe provides a
compact, electromagnetically shielded environment directly within a Micro Data Center.

The enclosed shielding structure protects installed systems from external electromagnetic influences
while simultaneously preventing unintended signal emissions. Doors, ventilation elements, as well as
cable and media entry points are technically integrated into the overall shielding concept.

The result is a space-saving security solution for highly sensitive on-premises IT environments that
can be quickly integrated into existing infrastructures, combining physical protection with effective
electromagnetic shielding.

Advantages of the DC IT Shielding Safe » Rapid integration into existing IT
at a glance: environments
- Efficient implementation of high security
» Targeted protection of sensitive IT systems requirements
« Shielding of particularly critical components « No structural modifications to entire server
at the rack level rooms required

o Compact and ready for use quickly

Highly sensitive and Edge data centers, decentra- Protection of individual highly
security-critical applications lized infrastructure sites, and critical components at the rack

mobile IT infrastructures level



DC IT Shielding DC IT Shielding
Container Room

Shielding for outdoor data centers Shielding for server rooms

Containerized data centers offer flexibility and rapid deployment. With the DC IT Shielding Container,
Data Center Group enhances this concept by integrating shielding directly into the container architecture
to protect sensitive IT systems.

The result is a mobile, self-contained security environment ideally suited for decentralized locations,
edge computing applications, or temporary infrastructures. Protection is not added afterward — it is
built into the system from the outset.

A key advantage is rapid implementation. Prefabricated modules enable efficient project execution
without compromising security, while the robust construction ensures long-term shielding performance.

Key benefits of the - Additional security layer for critical applica-
DC IT Shielding Container: tions
e Fully enclosed protected environment within
« |deal for decentralized IT infrastructure and the container
edge computing scenarios « High mechanical stability with flexible adap-
« Fast deployment through prefabricated tation to project requirements
modules

Not every high-security infrastructure project involves new construction. Existing buildings often need
to be adapted to meet modern security requirements. The DC IT Shielding Room creates a fully shielded
environment within existing structures.

Its enclosed protective shell - consisting of walls, floor, and ceiling — forms a secure zone that protects
sensitive systems from electromagnetic interference and unwanted signal emissions. This enables a
high level of security even within existing facilities.

The solution is individually adapted to the building conditions and integrates seamlessly into existing
infrastructure concepts. Its robust construction ensures long-lasting and reliable shielding performance.

Key benefits of the « Additional security layer for critical
DC IT Shielding Room: applications

« Secure IT zone within existing facilities
« Comprehensive protection for the entire IT » Robust and durable construction

infrastructure within the room
»  Customized adaptation to buildings and
operational requirements




DC IT Shielding is designed as a fully enclosed and comprehensively engineered system in which all components

are precisely coordinated. The objective of this system-based approach is to provide continuous electroma-
gnetic shielding that meets the highest requirements for security, availability, and operational reliability. The full
protective effect is only achieved through the perfect interaction of all components within the shielding structure.

Overview of shielding
components:

Ceiling, wall &
floor elements

A fully enclosed shielding cell creates
a stable and secure environment,
forming the foundation for conti
nuous shielding and reliably preven-
ting electromagnetic interference
from entering or escaping.
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Doors & access
systems

Shielded doors feature a metallic
construction with specialized contact
mechanisms that create a continuous
conductive connection to the
shielding structure when closed.

The contact surfaces are self-
cleaning during opening and closing
operations, ensuring the long-term
reliability of the shielding enclosure.
Depending on application require-
ments, different door types can be
implemented, including hinged and
sliding doors.

Ventilation &
air conditioning

Ventilation systems must also be

integrated into the shielding concept.

For this purpose, special honeycomb
ventilation elements are used. These
consist of metallic waveguide struc-

tures that allow airflow while simulta-
neously attenuating electromagnetic
signals.

Media & cable
penetrations

Power, data, and utility lines must
also pass through the shielding
structure in a controlled manner.
Specialized penetrations, known

as feed-through panels, enable the
integration of power supplies, fiber-
optic connections, and data cabling
without compromising shielding
effectiveness.
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DC IT Safe

The efficient, highly
available, and sustainably
designed compact all-in-one
data center to protect your
IT infrastructure.
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DC IT Container

Mobile data center containers
for immediately available IT
capacity - from standard
IT to high-density. Reliable,
efficient, secure, and
deployable worldwide.
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DCIT Room

Modular IT room for rapid
deployment within buildings.
Highly secure protection and

future-proof thanks to
flexible scalability.
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